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Background & Motivation:

» Adversarial examples: imperceptible perturbations that fool deep neural
networks (DNNs), threatening safety-critical tasks.
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* How to improve the transferability? ——The Key: ViT Redundancy
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- Data-level: overlapping tokens.
- Model-level: redundant attention heads, over-parameterized neurons.

Key idea: exploit this redundancy to enhance adversarial transferability

Our Approach:
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Figure 1: Overview of the proposed attack strategy integrated into Vision Transformers (ViTs). Our
method adopts a policy gradient-based framework to selectively apply different operations from
an operation pool to each transformer block. These operations include permuting attention heads,
sparsifying them, clean token regularization, and activating auxiliary Ghost MoE branches to exploit
the computational redundancy within ViTs. Robust tokens are learned at test time to further enhance
adversarial transferability.

Result:

Table 2: Our method achieves state-of-the-art performance in attacking diverse models using ViT
variants (ViT-B/16, PiT-B, Swin-T) as surrogates. ViT-specific attacks such as TGR, GNS, and FPR
are excluded for Swin-T due to unavailable implementations.
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